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Impossible Differential Cryptanalysis and Linear Cryptanalysis
for Eight-Sided Fortress Algorithm
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Abstract: The ability of Eight-Sided Fortress (ESF) algorithm to resist impossible differential cryptanalysis and
linear cryptanalysis is studied in this paper. The ESF algorithm is a lightweight block cipher algorithm with
Feistel structure, and its round function is Substitution-Permutation(SP) structure. Firstly, 12 rounds of ESF
algorithm is analyzed in this paper by a new impossible differential distinguisher, and then 9 rounds of ESF
algorithm is analyzed by linear cryptanalysis. It is calculated that the data complexity of 12 rounds of
impossible differential analysis is about O(2°7), and the time complexity is about O(2''""), while the data
complexity of 9 rounds of linear cryptanalysis is only O(2%), and the time complexity is no more than O(2'*).
The results show that ESF algorithm is able to resist impossible differential cryptanalysis, while its ability to
resist linear cryptanalysis is relatively weak.
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