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Abstract: Federated Learning and swarm Learning, as currently popular distributed machine learning
paradigms, the former enables shared computation of model parameters in servers while protecting user data
from third parties, while the latter uses blockchain technology to aggregate model parameters equally for all
users without a central server. However, by analyzing the parameters after model training, such as the weights
of deep neural network training, it is still possible to leak the user's private information. At present, there are
several methods for protecting model parameters utilizing Local Differential Privacy (LDP) in federated
learning, however it is challenging to reduce the gap in model testing accuracy when there is a limited privacy
budget and user base. To solve this problem, a Positive and Negative Piecewise Mechanism (PNPM) is
proposed, which perturbs the local model parameters before aggregation. First, it is proved that the mechanism
satisfies the strict definition of differential privacy and ensures the privacy of the algorithm; Secondly, it is
analyzed that the mechanism can ensure the accuracy of the model under a small number of users and ensure
the effectiveness of the mechanism; Finally, it is compared with other state-of-the-art methods in terms of
model accuracy and privacy protection on three mainstream image classification datasets and shows a better
performance.
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