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Identity Ring SignCryption Based on Consortium Blockchain
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Abstract: Focusing on the problem of user privacy leakage during consortium blockchain transactions, IDentity
Ring SignCryption based on Consortium Blockchain (CB-IDRSC) is devised in this paper. CB-IDRSC uses the
smart contract technology to control the addition of new transactions, and so realizes its fairness and reliability;
It uses the multiple Private Key Generators (PKGs) to generate the private key information for users, and so
satisfies the requirements of partial decentralization of consortium blockchain and can protect the node privacy;
In addition, it has the confidentiality, unforgeability and unconditional anonymity of ring signcryptors. In
performance analysis, the smart contract used in CB-IDRSC is firstly deployed, and high computation efficiency
of CB-IDRSC is shown by efficiency analysis. By ignoring the influence of network delay and other factors, the
experiments show the influence of the number of PKGs to efficiency of setup phase with key generation phase is
less than 3%.
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