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Abstract: Source code vulnerability detection is an important method to ensure the security of software system.
In recent years, a variety of deep learning models are applied to source code vulnerability detection, which
improves greatly the efficiency of vulnerability detection. However, there are still some problems in source code
vulnerability detection based on deep learning, such as too many words outside the database caused by user-
defined identifier, inaccurate semantics of embedded word vector, lack of interpretability of neural network
model, and so on. A new software source code vulnerability detection method is proposed based on Convolution
Neural Networks (CNN) and Global Average Pooling (GAP) interpretability model. Firstly, some user-defined
identifiers are normalized in the source code preprocessing, and one hot coding is used for word embedding to
alleviate the problem of too many words outside the database. Then, CNN-GAP neural network model is built
to identify the functions containing CWE-119 type vulnerabilities. Finally, Class Activation Mapping (CAM)
interpretable method is used to output visually the results and identify the codes that may be related to
vulnerabilities. Compared with the model proposed by Russell and Vuldeepecker model proposed by Li et al.,
the experimental results show that CNN-GAP model can achieve quite or even better performance, and has a
certain interpretability, which is convenient for researchers to analyze the vulnerability more deeply.
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Accuracy Precision Recall F1 TPR FPR FNR
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ﬂ Heap_Overflow() \ 250
2 { a 200 ¢
3 char * data; & 150 r
4 data = NULL; £ 100 |
5 if(staticTrue) = 50 |
6 { S| S
7 data = new char[50]; = 50 L
8 data[@] = '\@'; 100
9 1} L A
10 char source[100]; 2 4 6 8 1012 14 16 18
11 memset(source, 'C', 100-1); ST A
12 source[100-1] = '\0'; fRESHiTst
13 strncat(data, source, 106); &) 9 CNN-G APk i 3 1 PR BT F ) 1Ak 5 5
14 printLine(data);
15 delete [] data; e st e A - ~
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ﬂ Stack_Overflow()

2 {

3 char * data;

4 char * &dataRef = data;

5 char dataBuffer[100];

6 data = dataBuffer;

7 memset(data, 'A', 100-1);
8 data[100-1] = '\0@';

9 {

10 char * data = dataRef;

11 {

12 char dest[50] = '';

13 memcpy(dest, data,
strlen(data)*sizeof(char));

14 dest[50-1] = '\@';

15 printLine(data);

16 }

17 }
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