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Abstract: With the rapid development of mobile communication technologies and the commercial use of 5G,
cybersecurity issues are increasingly prominent. For revealing the essence of operation in 5G cybersecurity,
current researches on cybersecurity confrontation and game are analyzed from the aspects of basic models
including static game, dynamic game, evolutionary game, and graph-based game, as well as the typical
confrontation issues including eavesdropping and anti-eavesdropping and jamming and anti-jamming.
Furthermore, some potential research directions are also set forth in establishing 5G cybersecurity confrontation

theory and general law. Finally, the necessity and challenges of security and game research in 5G networks are
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discussed, so as to provide new sights for the research of confrontation in 5G cyberspace.
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