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Abstract: The flexibility, manageability, and programmability brought by Software-Defined Networking (SDN),
however come at the cost of new attack vectors. Malicious manipulation attacks against the key fields in
OpenFlow is proposed, and three sniffing technologies based on forwarding delay to ensure the feasibility of
manipulation attacks are designed. The experimental results show that the field manipulation attacks consume

SDN resources greatly, leading to a significant decrease in the communication performance between legitimate
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