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Abstract: The security of classical symmetric cryptography is facing severe challenges in quantum environment,
which has prompted researchers to explore cryptography algorithms that are secure in both classical and
quantum environments. Post-quantum symmetric cryptography research emerges. Research in this field is still
at its primary stage and has not formed a complete system. This paper categorizes the existing research results,
and introduces the research status from four aspects, including quantum algorithm, cryptographic analysis
method, security analysis, provable security. Based on the analysis of the research status, the development
trend of post-quantum symmetric cryptography is predicted, which provides reference for the analysis and

design of symmetric cryptography in quantum environment.
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