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Abstract: With the integration of information technology such as industrial Internet of Things (IoT), cloud
computing and Industrial Control System (ICS), the security of industrial data is at enormous risk. In order to
protect the confidentiality and integrity of data in such a complex distributed environment, a communication
scheme is proposed based on Attribute-Based Encryption (ABE) algorithm, which integrates data encryption,
access control, decryption outsourcing and data verification. In addition, it has the characteristics of constant
ciphertext length. Finally, the scheme is analyzed in detail from three aspectsie correctness, security and
performance overhead. The simulation results show that the algorithm has the advantage of low decryption

overhead.
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e(9°,9") = e(g,9)™ ;
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(2) #4f H 77 (Data User, DU): 4Rk A 75 £k
I s 1 TAE N ot (BLFR & B TAEImEE). N
R 24, R E#ANRSN, HHKGC
SN, R BME— W GIDM g A . 12
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REBFMELN: M =elg,9)°. 5,
PrC¥ M/ FIAES (M, DATA) % %4 DU,

(6) Decrypt (M’ tskam) — {M}: HEHEH -
(DU)ig4T. DUKEIM 5, R —IXE 145
Bz H IR A3 B RR N S ] M, AR S MR
B AES (M, DATA)gi vl RS Bl 5 s . fif st 72
I T AAD IR

(a) DUHHAT —IRFeFs HAE B M, ff%Eid
FEN

Y (7)

(M) o
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S R I UE S Hy (UM), SR Hy (HM) =V, £#H
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AT R, BRBIAHEIEDATA; H, SR I
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3.2 BUETEMKNE
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TH® 2 ANHBENEXF YA, KHS
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P BENLEREN R 5 'S, FF RIS ik
W= € Zp, T 495 FIREHLECAH & %
FRBRARAE KAt vi e ) KIEE RN = o
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=11 =11

IRJE R, AME RIS B RIEERA =

T3 A ERENn MG, FIEEE(9)
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e H AT .

6()\79) =€ (1_]: H<7/)UL 'unaga> (9)
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A TT R R A N 7%, RS B e
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JCP-ABESRE MR FRE M, 0 WL Tk 1)
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4.2 MERKE
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LA RN B FAEA & i B 3515 %5 e A FA %A
I, WIVES B HsAlt, Bribz o, FERX it
H A T A H (GID), (HA&EAH P GID # &
—ETM, HaAsEH (GID) R E— . L,
RAZRH P Tl i S vk 5 He(g, 9) = (R{H 2
WAL, WITR AR B .
4.3 HIETEM

BB EEAB =, NN R
I SCAF PRI . BRI [BR B SR, A TRk
A B 1 7 O SO AT R A 2 . FE BRI N
AL FE A, FATE 25 3% FH XL e ool i i o 6y o x5
AT HE RIGE, FfRAH = SO 58 .

AR R B MR IER A TR, B seiE
MR BOE H A A I HA A AL Hy (W),
TR FH 45 Q6 0E ) 7 VAR 36 2 BH IR AR A () AE AR 1

AT B e A A 5 vk S SRR [ 18] P
J7 e FRIRAIE PR S8 7 1A L, AT RS e 4
I ST S it e BV EAS A R SS IR RE A D P i 1
THETFEY, HARIE SO N A 5
5 EEESHT
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ST A SR ESCHR[16] SCHER[18)FISCHR[19)
I RIEAT IR, B e b AT SeIs VAl 7 PR RE .
SRS, |G, (G Zp |5 3R RG, Gr il
Zph L ERMKE, B, By RlRsGI G F 1)
iz, PRE|MXIEHE, nFosH P EEEE.
5.1 HRMREELE

WIRFTR, AR G 3R ML i 2 A% S e
K, T HLE ELAG ek A 1 A A B e B R AT I
WERIThRE, WRORFH 743 30 I 0 A AR 1 2 0t
E1787 NI K5

AL TTREF, BXKEEREZEHIS, $1
o A v B KB, B 23843 A FH i %5 3
KB, MWAAAFEXFRINEE LK. AT R
SCHR[16] B R FX T EANML R A =, R AR
FA 7 i A7 fifs 1 %5 SCK BEAUCAIG ], AR T SCHR[16]
(141G, SCHR[18]. SCHR[19) B KA T i E 4
5, BoFECKEYSEEREHEX, U
FELESCRR[18] 7, F P i i 2 K Bl B MR
FIRE g . A7 ZhTRE ek, Bk
SEAERAE = 1 A2 75 FH - i T 7 22 AT Y FE 3 D B
/NH RN B .
5.2 TTEFH

5 SCHR[16] SCHR[18] A1 SCHk[19] 5% T+ 5 T4
[ XT L gh AR 2 7R, Ak 72088 X R i 2 A A
RIS . S5Ck[16) ML, M EAHZA R,
{HARSCTT SR P AR B e 1 /N T SCHR[16] . A
5 RASCHER[18] SCHR [19] #0458 F M 3 Bk
B REMMETFEIMIGE =T, W THP M
TFE AR AT RIS, AT R
TFE N3P + 2By + 2B, R—ANEMH, T SCHR[18].
SCHR[19 T T A 35 5 e e B e A DG, STk
[18] A (n+2)P+ (2n+1)Er, XHk[19]A3P+
2n+8)E1+ Ep, @i PL BT L, KX HE
EVHEIF T B A R, JCHEM it
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5.3 LWHE

ATTE A FIRUE E IR AT A
FEVPAL 7 PR RE . 200K AR R 52T A W 4
X #AS E (PBC Library), 5 #hZ8 K H Type A:

y? = a® +x, {fEEM NInter(R)Core(TM)i5-3470
3.2 GHz CPU, 4.00 GBH ¥, Windows7 32 bitf§
TERSGE, XFRMEEERA 128 bit AESH .

ME2RT AT, AR S AR (0 A 0 A= B 1) B 5 T
PEANKCHE I3 0, (ERAR 0 AE R FE BT R $ AL
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fEE, AMOFREEIAI 46 ms, RSN R A
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AT DB R UGE FRIAT
5.4 NRAHTESH

MR E LB R AL, A SCR VM ware
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A 840 B8 Ubuntu(ICS) A Ubuntu(DU) . 1E
K54, Ubuntu(KGC), Ubuntu(PuC), Ubuntu
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B 5L 2 FH 3 55 v BT A 50408 #B 47 i fE hadoop 73
i XA R St (Hadoop Distributed File System,
HDFS) E, HFAEMTF: (1)Ubuntu(KGC)¥AE &K
A MAH A A EEHDFS1H, {4DUM
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W BE AT I, IR SR PO R E
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(PuC) NHDF S2H % S T # )5 K 45 Ubuntu
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