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Abstract: Network multi-alarm information fusion processing is one of the most important methods to
implement effectively network dynamic threat analysis. Focusing on this, a mechanism for dynamic threat
tracking and quantitative analysis by using network system multi-alarm information is proposed. Firstly, the
attack graph theory is used to construct the system dynamic threat attribute attack graph. Secondly, based on
the privilege escalation principle, Antecedent Predictive Algorithm(APA), the Consequent Predictive
Algorithm(CPA) and the Comprehensive Alarm Information Inference Algorithm(CAIIA) are designed to
integrate the multi-alarm information fusion and do threat analysis. Then, the network dynamic threat tracking
graph is generated to visualize the threat change situation. Finally, the effectiveness of the mechanism and

algorithm is validates through experiments.
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Tty 1 BT AIF 5 W 245 20 25 Ja oy B e (1) 3= 22
s SCBR[5-11] /6 Bt BT B by G H AR R e 75
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by SCBR[12) 1 R R T 4 B ) B A A i
BRI EEAE R, IR Y514 &R (Breadth
First Search, BES)SAM i [y fir 445 mONUS 4115
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PR3 AT WL 6 1A HE BT 50325 (Antecedent Pre-
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sequent Predictive Algorithm, CPA)FIZi 5 &5
HEHEW 5792 (Comprehensive Alarm Information
Inference Algorithm, CAIIA); /il i) FL 5K
R T B A UM ERER 73 B A LI S R AT R

2 BISEUNERER ST AT ALE
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R = {rvas, ris} 24 38 955 00 R B 3 T 32 LK
FR 25 070 5, ATCHL ry= (TP pro, TP ey, Vul,0) F1
rr= (TP pros TPposs, 0, Pr) FE 75 TR B 3045 2. 36
TPy 7738 3ot 350 o 958 3 25025 ) D 3 P



2174 B o 5 F

iy

% o a1 %

AIVEIP; TP posy 2 7~ 8 It Bt Y v 555 1 FH SR 15
BB H FRIP; Vul % 78 Bridi 2 42 BB A A (1) I
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Pr(Protocol). Mifi# Al AAHIPr, $27FH S 1ER
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HkL: ArEHEWT R (APA)

HiA: DT — AAG, al,
fFth: DI
(1) al; = (timey, IPpro, IPposty, class);
(2) if IPpost; = IP',, set di; = 1;

/ JARHETP M1l e Bk B v 7 2R AR R A
(3) set 1 -1, 1, I+1,-, l+m;

J /4% BB P o 5G9 A IR BR AR TR Y RUBU R
(4) if IPpro; = IP')_,, set di = 1;

[/ RS AT BIEIPTE R, RoRBGh#E CA AT %
TR A AR
(5) { if not only ¢ — ¢

/)70 LR G B A AN IR A
(6) {set I' —1,0,I'+1,-- -, I+n(n<m—1);

/BB SRR AT S AR Y U AR A AT R
¥
(7) (111/,1 = di],l =1;
(8) DO { CPA(l' —1); // X il — 18T RSN S
(9) 3}
(10) else
(11) set di; 1 =0;

/T S S B E T TR S E0, R RE

FCTTAEY AT SR 0,
(12) return DI
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WSREEA : di, = py x Pry, BHEXIH: Pry=1,
Mdi,. = pyo
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SR BT F T S R HEWT .

DR, A S 45 B T e B R A o HE T R
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Hk2: JREHUEIL(CPA) F3: LR AR RN L (CATIA)
HiA: DT — AAG, al; iA: DT — AAG, AL
. DI . DI
(1) al; = (time;, IPpro, IPpost;, class)); (1) AL # @; //HEE AN
(2) if TPpost; = IP',, set di; = 1; (2) al; € AL;
(3) set 1 -1, 1, H-1,-, H-ms (3) for each
(4) for(i=1, diH.i > N&e&i < m, i++) (4) al; = (time;, IPpro;, IPpost,, class;) ;
5) {dig; = Hp’+7 % dijs (5) if IPpost; = IP',, set di; = 1;
(6) DO { APA(%); // T R AT TR HE T S
() hen DL, = (0, ) (7) CPAi) /A IR P TS )
[/ B S8 ndk 642, DLy s 3 A2 Hal AENT
() DO { (8) if IP; ¢ ﬂgLIPposti:
(8) di,ﬂ-‘: madei}+,,di§+,7..~,dil"+,); } 4 O (d= Y din
/[ ERBAAN 45 A AN i) 8 A v B B B K ) A5 AL
(9) Return DI [ VB A A AT R HE W A 7 A A A R R A T A
(10) if di; > 1, let di; = 15 }
[ /A TRBEAHESR B K T LB 2 R 1
O o
@_»{ o | | o }4_@ (12) set di; = 1;
<? %D (13) return DI
R I
g Le® [ |
X | s | IDs
: 192.168.1. li :192416841.44:
e py s |
1119216812 192.168.1.51
YRR R 2 A RN, AR Al = (time, 7 ::4@ :
IPproy, IPpost,, class;) Alal; = (times, IPpros, gl || gkl g, |
IPposts, classs) » R % {5 & #fE I 57 ik a7 40, | i@mﬂ
dij =dis=1. W%diy = py, dig = p3. FK3LHHLE i RIS 38| :
o PR 2 A ) : PRAOSLI 9 16814
HRAR CATIA 15 51 15 0045 2 51 25 22 HE W A« war— | puzcs] | i)
dis = min(p; X pa+ps X ps, 1) o Bl 6 e
4 X %4 RERA MUXRE
4.1 %EE&&N‘E Host /Server Protocol/Vulnerability Port
TR IE A S B 2 R R o AT L R AR Web Protocol with H,&H, /IIS 445480
FIENE, MET ML EWmEe~, H Data Apache 80
AL 3 A2 IR 55 45, LA S 24N Bi7 K B Al H, Protocol with Web /HIDP 445
2MIDS. H, Protocol with Web/GUN Waget 80
TSI RGNS A5 AT I T A Rl A 25 Hy NDproxy 445

ARG ST KRR, ERCVEP i Ak
TR, JFAENVD P 12 2 ify 21 4 45 207
gr, GiE CVSSPIPEr b, 52 R 581 st 1] 1k
R

M2 RGeS B WRARR S PR -

FLUON RGP AR C R AT HE T, 15 2075 ]
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*5 RAEERE

P S BPREE VT A, Mo W I BU DMZ KO 1 i
SRS R, ARJE BU AR X IR 5 A5 1 . 193
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BJASEATAL = {ah, alg}, ,H\EPall = (timel,
213.92.100.63,192.168.1.3, Apache) , aly, = (timey,
192.168.1.2,192.168.1.3, Apache), Htime; < time,
(Kotime; fEtimey Z 1), WESHN=0.5. HIL
fEtime N 2 SEIN 23 A7 5 Haly,  Xfal, ATCAIIA £
B I 811 EUPPIR A 1 o

Vul. CVE Num. Vul. Risklevel
1IS CVE-2015-7597 7.8
Apache CVE-2018-8015 7.5
HIDP CVE-2018-8169 7.0
GUN Wget CVE-2016-4971 8.8
NDproxy CVE-2013-5065 7.2

0.7
| wz.ms.1.2.1!12.1(;&.1.5.1111)lh()|—| 192.168.1.2,192.168.1.5,0,Prol | |mz.mx.1,2.mz,u;x,l.m.lu-“z |

| 192.168.1.2,192.168.1.3, Apache,0 l | 114.210.31.87.192.168.1.3,A pache,0

Gﬂmt///ll\

(o] QS

I 192.168.1.5,192.168.1.7,NDproxy,0 I | 192.168.1.2,192.168.1.7 NDproxy,0 |

I 192.168.1.2,192.168.1.6 GUN Wget 0 I I 192.168.1.3,192.168.1.6,GUN Wget,0 |

7 MR A

P8 T4, Mok 35 nl BEXT Y 19192.168.1.6 1
AT F— 2B, R time, B 2 75 B35 % &
B 15192.168.1.6 % BB RIS 7

ARG A timey I 2 SEI 23 Braly, 15 2140 E 9
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TE R X aly B AT CATIA , 152 91 2 58 s ik
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HSEICAHTR], BEEHERTE N3, SRS fE timey I %)
X} 5l S AT, AR 10:

T SCHR [17] O HE T 7 7002 B AR HE T, (Rt
FE79 £1192.168.1.3 [ — 4 B 40 E (R R A4 A0 5 14 1)
3= N ERHERT M1,

& 10 SCHR[17]time; BRI
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AL J J J J J J
5 £5RiE 1000-436X.2011.05.009.
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