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Delegate Searchable Encryption Scheme Resisting Keyword Guess
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Abstract: Most existing searchable encryption schemes only support the search for keyword sets, and the data
users can not quickly identify the file keyword information returned by the server. Meanwhile, considering the
server has strong computing power, it may judge keyword information from single keywords and the identity of
the data consumer is not verified. In this paper, the data user and data owner are delegated server to verify
whether the data ueer is a legitimate user; if legal, the delegated server can detect the validity of the return
ciphertext with data user. The data user uses the server public key, keywords and pseudo-keywords to generate
trapdoor, in order to ensure the indistinguishable of the keywords, a delegated multi-keyword searchable
encryption scheme is designed, which is resistant to keyword guessing of data user authentication. Meanwhile,
when the data owner encrypts, the public key of the cloud server, the delegated server, and the data user can
be used to prevent collusion attacks. In the random oracle model the security of the proposed scheme is proved.

The experiment results show that the scheme is efficient under the multi-keyword environment.
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Ko AERET AN ) L, Ay S BIAERS 0 T ik 55
WIAD], WAL TAERTHEE N, (HAETHST
e 10)_E SR BT BB N T A o AR L, Ay
FKEICR[15] M 2 — A risRissE, HE, A
SCTT ZEAT ASE— s R L 1k B8 A ) 8 A
R0 T A5 21 4 P I S

*® 2 HEMEIL

Tig k3 BT k1 K2
SCHR[15] 2E+2M 2E+2M 4E+4P E+M+2P
SCHk[16] (n+2) M+nP (n+1)M (n+1)M+P x
ENYIES 4E+(n+3)M 6 E+M+P 4E+4P E4+-2M+-2P
S RS R FUR AW ZE 1A (17-4700CP U % 80 ————
[ - AR
3.10 GHz, 16 GBHX M Ubuntu Linux#ff & R Qi ]
43). PHPBCHE, *f % i 5t 4 51000, ol s
3000, 5000, 9000, 10000 hn# i [ A E 27k, - w /// B
K DA ] A B T I EOCHE A L, 5, 10, 15, 200 Eawp 7
B8 1 A ) Bt I 3T 7 o oy
Sk B2 B, RSy 5 R I 1 AR T N .
5 10 15 20

SCHR[16]. TR 3TN, AT AR T 1A A
I T) 5 SCBER] AN BOIE 5%, (HUZ SCHR[16] R B 128 A
IS T) A0 5 S il A B R 2R PR R AR

80

[ AR

0T o iik[16] ,/

60 [
& 50 [ 7
E 40T e /
E 30 | T

0 " "

4 el
e _—
10 [ _—*
3 .
2 4 6 8 10

FBEIA ML (x10°)
Kl 2 s e i)

KR E SR (1)
3 BT 1A i 1]

T HRIE

Z 'S 47 i s IS/1PS S LB GHUE PSS
WRBCTHRZRINE T %, BRI E
) A S8t S50 A6 2 %k 2 R 55 4 3R ] 8 SCREA T AT 2%
PERSIN s TR ORAIE T 25 R 55 -1 R BUIR 55 4 (A 45 1
Bali, WORIUE T Bt Bl B 3 BUIR 55 a8 1) & BEL
io BIME RO AL 2 R P e il i A
JI 55 4 RAF I FRAERHLIS B M IR 15 %
i AL B SCAN T X MSCBE IR AN AT X 0y, UGB 70
WAtz PSR AURERY], AT R AAEL1



2186 U IS LR
SCHLERE . fHAE, BOHEAE FE 0 B 1 S iR s [9] CUI Baojiang, LIU Zheli, and WANG Lingyu. Key-
E?QﬁmX/a\ﬁiE‘JﬁﬁF' IE]J I%EE ﬁy%[ﬁiﬁ‘]ﬁ "ij'\ Aggregate Searchable Encryption (KASE) for group data
. . sharing via cloud storage[J]. IEEE Transactions on
% % X Fﬁk Computers, 2016, 65(8): 2374-2385. doi: 10.1109/TC.2015.
[1I] SONG D X, WAGNER D, and PERRIG A. Practical 2389959.
techniques for searches on encrypted data[C]. Proceedings of [10] ZHOU Rang, ZHANG Xiaosong, DU Xiaojiang, et al. File-
2000 IEEE Symposium on Security and Privacy, Berkeley, centric multi-key aggregate keyword searchable encryption
CA, USA, 2000: 44-55. doi: 10.110SECPRI.2000.848445. for industrial internet of things[J]. IEEE Transactions on
[2]  LIU Zheli, WENG Jian, LI Jin, et al. Cloud-based electronic Industrial Informatics, 2018, 14(8): 3648-3658. doi:
health record system supporting fuzzy keyword search[J]. 10.1109/T1I1.2018.2794442.
Soft Computing, 2016, 20(8): 3243-3255. doi: 10.1007/s00500- (11 RHEE H S, PARK J H, SUSILO W, et al. Trapdoor
015-1699-0. security in a searchable public-key encryption scheme with
8] EMGE, XUFIZAE, SRS, A 8 T e S ] Y T a designated tester[J]. Journal of Systems and Software,
RINETTE ] BTF5ERFR, 2013, 35(9): 2266-2271. doi: 2010, 83(5): 763-771. doi: 10.1016/j.jss.2009.11.726.
10.3724/SP.J.1146.2012.01036. [12] B, BOCE, R, 5. ot M TR R A S
WANG Shangping, LIU Lijun, and ZHANG Yaling. An I R[] 5 BM% %4, 2016(1): 1-5. doi: 10.3969/
efficient conjunctive keyword searchable encryption j.ssn.1671-1122.2016.01.001.
scheme[J]. Journal of Electronics & Information ZHAO Yang, BAO Wenyi, XIONG Hu, et al. A scheme of
Technology, 2013, 35(9): 2266-2271. doi: 10.3724/SP.J.1146. public encryption keyword search with indistinguishable
2012.01036. trapdoor[J]. Netinfo Security, 2016(1): 1-5. doi: 10.3969/j.
4] BT, R, AR, . MR T BAEEN 2 IREAR 2 G issn.1671-1122.2016.01.001.
AR ZRMNE T %] SR B AR, 2017, 39(2): 389-396. (13] i, T B R R BT RN 7 5[], 15 Bk %%
doi: 10.11999/JEIT160338. G4, 2017(1): 38-42. doi: 10.3969/j.issn.1671-1122.
HUANG Haiping, DU Jianpeng, DAI Hua, et al. Multi-sever 2017.01.006.
multi-keyword searchable encryption scheme based on cloud LU Haining. Searchable symmetric encryption with hidden
storage[J]. Journal of Electronics & Information search pattern[J]. Netinfo Security, 2017(1): 38-42. doi:
Technology, 2017, 39(2): 389-396. doi: 10.11999/ 10.3969/j.issn.1671-1122.2017.01.006.
JEIT160338. [14] IBRAIMI L, NIKOVA S, HARTEL P, et al. Public-key
Bl KRAE, FRRIK, BT, SCREOC 8 2R 1 o Pk A 2 2% encryption with delegated search[C]. The 9th International
FFE). BT 515 B 244], 2018, 40(3): 683-689. doi: 10.11999/ Conference on Applied Cryptography and Network Security,
JEIT170448. Nerja, Spain, 2011: 532-549. doi: 10.1007/978-3-642-21554-
LIU Zhenhua, ZHOU Peilin, and DUAN Shuhong. 4 31.
Attribute-based proxy re-encryption scheme with keyword [15] TANG Qiang, MA Hua, and CHEN Xiaofeng. Extend the
search[J]. Journal of Electronics & Information Technology, concept of public key encryption with delegated search[J].
2018, 40(3): 683-689. doi: 10.11999/JEIT170448. The Computer Journal, 2015, 58(4): 724-734. doi:
[6) TARIQ H and AGARWAL P. Secure keyword search using 10.1093/comjnl /bxt102.
dual encryption in cloud computing[J]. International [16] WANG Wei, XU Peng, LI Hui, et al. Secure hybrid-indexed
Journal of Information Technology, 2018(7): 1-10. doi: search for high efficiency over keyword searchable
10.1007/s41870-018-0091-6. ciphertexts[J]. Future Generation Computer Systems, 2016,
[7]  CHEN Rongmao, MU Yi, YANG Guomin, et al. Dual-server 55: 353-361. doi: 10.1016/j.future.2014.07.008.
public-key encryption with keyword search for secure cloud
storage[J]. IEEE Transactions on Information Forensics WRE: &, 197654, BIBIR, W5 A AR 2
and Security, 2016, 11(4): 789-798. doi: 10.1109/TIFS. 4
2015.2510822. BRWRNS: 42, 199344, Wb, W95 s 515 Bl
[8]  MIAO Yinbin, MA Jianfeng, LIU Ximeng, et al. VKSE-MO: XFERE: B, 199144, WitA, W Moy E G Ew s
Verifiable keyword search over encrypted data in multi- REF: B, 197954, ik, WA, BIEER, W O E
owner settings[J]. Science China Information Sciences, FHER %A
2017, 60(12): 122105. doi: 10.1007/511432-016-0540-x. T A, 19924FE, WA, BTN A B S s B 4


http://dx.doi.org/
http://dx.doi.org/
http://dx.doi.org/10.1007/s00500-015-1699-0
http://dx.doi.org/10.1007/s00500-015-1699-0
http://dx.doi.org/10.1007/s00500-015-1699-0
http://dx.doi.org/10.3724/SP.J.1146.2012.01036
http://dx.doi.org/10.3724/SP.J.1146.2012.01036
http://dx.doi.org/10.3724/SP.J.1146.2012.01036
http://dx.doi.org/10.3724/SP.J.1146.2012.01036
http://dx.doi.org/10.11999/JEIT160338
http://dx.doi.org/10.11999/JEIT160338
http://dx.doi.org/10.11999/JEIT160338
http://dx.doi.org/10.11999/JEIT160338
http://dx.doi.org/10.11999/JEIT170448
http://dx.doi.org/10.11999/JEIT170448
http://dx.doi.org/10.11999/JEIT170448
http://dx.doi.org/10.11999/JEIT170448
http://dx.doi.org/10.1007/s41870-018-0091-6
http://dx.doi.org/10.1109/TIFS.2015.2510822
http://dx.doi.org/10.1109/TIFS.2015.2510822
http://dx.doi.org/10.1109/TIFS.2015.2510822
http://dx.doi.org/10.1007/s11432-016-0540-x
http://dx.doi.org/10.1007/s11432-016-0540-x
http://dx.doi.org/10.1109/TC.2015.2389959
http://dx.doi.org/10.1109/TC.2015.2389959
http://dx.doi.org/10.1109/TC.2015.2389959
http://dx.doi.org/10.1109/TII.2018.2794442
http://dx.doi.org/10.1016/j.jss.2009.11.726
http://dx.doi.org/10.1016/j.jss.2009.11.726
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.1093/comjnl/bxt102
http://dx.doi.org/10.1016/j.future.2014.07.008
http://dx.doi.org/10.1016/j.future.2014.07.008
http://dx.doi.org/
http://dx.doi.org/
http://dx.doi.org/10.1007/s00500-015-1699-0
http://dx.doi.org/10.1007/s00500-015-1699-0
http://dx.doi.org/10.1007/s00500-015-1699-0
http://dx.doi.org/10.3724/SP.J.1146.2012.01036
http://dx.doi.org/10.3724/SP.J.1146.2012.01036
http://dx.doi.org/10.3724/SP.J.1146.2012.01036
http://dx.doi.org/10.3724/SP.J.1146.2012.01036
http://dx.doi.org/10.11999/JEIT160338
http://dx.doi.org/10.11999/JEIT160338
http://dx.doi.org/10.11999/JEIT160338
http://dx.doi.org/10.11999/JEIT160338
http://dx.doi.org/10.11999/JEIT170448
http://dx.doi.org/10.11999/JEIT170448
http://dx.doi.org/10.11999/JEIT170448
http://dx.doi.org/10.11999/JEIT170448
http://dx.doi.org/10.1007/s41870-018-0091-6
http://dx.doi.org/10.1109/TIFS.2015.2510822
http://dx.doi.org/10.1109/TIFS.2015.2510822
http://dx.doi.org/10.1109/TIFS.2015.2510822
http://dx.doi.org/10.1007/s11432-016-0540-x
http://dx.doi.org/10.1007/s11432-016-0540-x
http://dx.doi.org/10.1109/TC.2015.2389959
http://dx.doi.org/10.1109/TC.2015.2389959
http://dx.doi.org/10.1109/TC.2015.2389959
http://dx.doi.org/10.1109/TII.2018.2794442
http://dx.doi.org/10.1016/j.jss.2009.11.726
http://dx.doi.org/10.1016/j.jss.2009.11.726
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.1093/comjnl/bxt102
http://dx.doi.org/10.1016/j.future.2014.07.008
http://dx.doi.org/10.1016/j.future.2014.07.008
http://dx.doi.org/
http://dx.doi.org/
http://dx.doi.org/10.1007/s00500-015-1699-0
http://dx.doi.org/10.1007/s00500-015-1699-0
http://dx.doi.org/10.1007/s00500-015-1699-0
http://dx.doi.org/10.3724/SP.J.1146.2012.01036
http://dx.doi.org/10.3724/SP.J.1146.2012.01036
http://dx.doi.org/10.3724/SP.J.1146.2012.01036
http://dx.doi.org/10.3724/SP.J.1146.2012.01036
http://dx.doi.org/10.11999/JEIT160338
http://dx.doi.org/10.11999/JEIT160338
http://dx.doi.org/10.11999/JEIT160338
http://dx.doi.org/10.11999/JEIT160338
http://dx.doi.org/10.11999/JEIT170448
http://dx.doi.org/10.11999/JEIT170448
http://dx.doi.org/10.11999/JEIT170448
http://dx.doi.org/10.11999/JEIT170448
http://dx.doi.org/10.1007/s41870-018-0091-6
http://dx.doi.org/10.1109/TIFS.2015.2510822
http://dx.doi.org/10.1109/TIFS.2015.2510822
http://dx.doi.org/10.1109/TIFS.2015.2510822
http://dx.doi.org/10.1007/s11432-016-0540-x
http://dx.doi.org/10.1007/s11432-016-0540-x
http://dx.doi.org/10.1109/TC.2015.2389959
http://dx.doi.org/10.1109/TC.2015.2389959
http://dx.doi.org/10.1109/TC.2015.2389959
http://dx.doi.org/10.1109/TII.2018.2794442
http://dx.doi.org/10.1016/j.jss.2009.11.726
http://dx.doi.org/10.1016/j.jss.2009.11.726
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.1093/comjnl/bxt102
http://dx.doi.org/10.1016/j.future.2014.07.008
http://dx.doi.org/10.1016/j.future.2014.07.008
http://dx.doi.org/
http://dx.doi.org/
http://dx.doi.org/10.1007/s00500-015-1699-0
http://dx.doi.org/10.1007/s00500-015-1699-0
http://dx.doi.org/10.1007/s00500-015-1699-0
http://dx.doi.org/10.3724/SP.J.1146.2012.01036
http://dx.doi.org/10.3724/SP.J.1146.2012.01036
http://dx.doi.org/10.3724/SP.J.1146.2012.01036
http://dx.doi.org/10.3724/SP.J.1146.2012.01036
http://dx.doi.org/10.11999/JEIT160338
http://dx.doi.org/10.11999/JEIT160338
http://dx.doi.org/10.11999/JEIT160338
http://dx.doi.org/10.11999/JEIT160338
http://dx.doi.org/10.11999/JEIT170448
http://dx.doi.org/10.11999/JEIT170448
http://dx.doi.org/10.11999/JEIT170448
http://dx.doi.org/10.11999/JEIT170448
http://dx.doi.org/10.1007/s41870-018-0091-6
http://dx.doi.org/10.1109/TIFS.2015.2510822
http://dx.doi.org/10.1109/TIFS.2015.2510822
http://dx.doi.org/10.1109/TIFS.2015.2510822
http://dx.doi.org/10.1007/s11432-016-0540-x
http://dx.doi.org/10.1007/s11432-016-0540-x
http://dx.doi.org/10.1109/TC.2015.2389959
http://dx.doi.org/10.1109/TC.2015.2389959
http://dx.doi.org/10.1109/TC.2015.2389959
http://dx.doi.org/10.1109/TII.2018.2794442
http://dx.doi.org/10.1016/j.jss.2009.11.726
http://dx.doi.org/10.1016/j.jss.2009.11.726
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2016.01.001
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.3969/j.issn.1671-1122.2017.01.006
http://dx.doi.org/10.1093/comjnl/bxt102
http://dx.doi.org/10.1016/j.future.2014.07.008
http://dx.doi.org/10.1016/j.future.2014.07.008

