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Abstract: As machine learning is widely applied to various domains, its security vulnerability is also
highlighted. A PSO (Particle Swarm Optimization) based adversarial example generation algorithm is proposed
to reveal the potential security risks of Support Vector Machine (SVM). The adversarial examples, generated
by slightly crafting the legitimate samples, can mislead SVM classifier to give wrong classification results. Using
the linear separable property of SVM in high-dimensional feature space, PSO is used to find the salient
features, and then the average method is used to map back to the original input space to construct the
adversarial example. This method makes full use of the easily finding salient features of linear models in the
feature space, and the interpretable advantages of the original input space. Experimental results show that the
proposed method can fool SVM classifier by using the adversarial example generated by less than 7 % small
perturbation, thus proving that SVM has obvious security vulnerability.

Key words: Machine learning; Support Vector Machine(SVM); Exploring attacks; Salient perpetuation;

Adversarial example

WeRa ) 2018-08-06; SmlF ). 2019-01-28; MR 2019-02-15

EEEE: BIPE  QianYaGuan@zust.edu.cn

FEETH: WiiTg BRREIE4(LY17F020011, LY18F020012), #iil# A #H&AMNHBF 5t H (LGG19F030001), H XK HARR#EES
(61772466, 61672337, 11771399)

Foundation Items: Zhejiang Natural Science Foundation (LY17F020011, LY18F020012), The Scientific Project of Zhejiang Provincial
Science and Technology Department (LGG19F030001), The National Natural Science Foundation of China(61772466, 61672337, 11771399)


http://radars.ie.ac.cn/CN/10.11999/JEIT180777

7

RS IR PR IR TR A A R Tk 1659

1 5|8

BE S AFLES 22 I B RO N TR RE AR
Bk, PLER2EIT 2 N B2 R R
Sl AH ARG, H P RARIR 2 2 e iUk
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SUARIECTi B T E R DA
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11 IF fit(s;11) > fit(p;;) THEN
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13 END IF

14) END FOR
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)
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) ENDIF
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5.1.2 Yale \RE#iRE
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(5) o 6(0,\ 1, Xo)//5(-) ik (11) 733
(6) FOR j < 1,2,---, [I] DO
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(8) END FOR

(9) END FOR
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AU (SEN) R X —A2 1k, THEA = (13)

K3 “=gENIR”

'
ST BN Nellia Eﬁ’

4

SIPPNIEE SR

q

DI CIETTINE
1

SENj = Z

oo e Lo

J=
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M, 3 BE A K i INEURRE (AT ABCIG BEE RS
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SENy —
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5.3 KEHHR
5.3.1 MNIST

TE IR B, A A SR 7 V1 8 22 T
KESVMIE S . IR g, a4

BTN T SR 3 ARk, 45 8
RPN DR RIEMRIRI5.7TT%; HAKIZE 5
JECT5, BWIAR] T92.71%, e AET L, iAF
98.94%, MR BN RIEMF I EFEET0, 1, 4716,

* 3 MAKFEINFERISAERE (%)

TERET 0 1 2 3

4 5 6 7 8 9

TR 98.88 98.94 95.16 95.74

96.13 92.71 97.18 94.65 93.94 93.76

TEARIPLS RSN IR FE A AESL 50
Witi, 5RWMEAFTR. 1%0/ DB KL H
FERB TR RN EE . BH B ET
3, PRIEME T 413.98%, &AW E 1 AETS,
AT BR0.52% . s &1 m 213% M5 % I, %)
KEHE TP A W E B RUR, 2 R IEHR T
FREEE50%. [FIR, TS AR SN S) E
R FEEANT, WBCFIAE3% P& R 2RIE
MR 230% A4, 5% mPtsha FILTe4ank
B T LB AE P B I A TS AT A B )
SRR, W T7280T60%, Xn]gERIE T2,
FAd 2 AR AL AN Ry B S 1) o B 270 B B i
B4 (a) RIA RSN 4(b)— K4 (e) FRIE 5 4
FiRo
5.3.2 Yale ARG #(3ERE

SR, RS NI 5605k G AE S I 2
£, 3205KAF A MAREE . b T I BRI SN EG I BEHL

* 4 TRNHE T ELFEERFHOTIIN LEBE(%)

ToEEey e 1%sh 3%IEh  s%iiEl  T%iiE

0 98.88 95.32 75.37 37.44 10.17
1 98.94 96.48 31.93 13.57 1.21
2 95.16 84.54 72.14 64.93 58.65
3 95.74 81.76 67.89 50.22 30.74
4 96.13 92.44 42.98 8.76 0.39

92.71 89.38 55.73 18.37 5.65

97.18 94.63 70.64 30.58 12.33
94.65 91.71 69.87 32.43 17.47

94.65 94.13 78.21 35.38 13.58
93.94 90.85 52.73 27.64 6.53
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RN NN AR B G AT T 50 82601 A
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85%. UPLENFIL3WMS, NPTV 43 2 IE A 5 5 1y
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BIANL40%, Hh A3 R EmECME
6.37%. RIAE, BEERIERMIES, HRIEFHE
BEILF @S, U8 M 1% i 23%n, A
T RUER R N R T, IA3142.61%; 4ikahE
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e ANP14, i53041.45% . ANEIRBIEX AYT,
11, 13FH14%5 R BB, X 40 R IE 1 26 (1) 5 i 350K
MAIL, 12X sh Fe e tE . X AT REH T A4
7, L3RAR NG B b A 8 o e, Wi e, A
YIUEFT A XS e — 1 ok, ar gt
ERE. A28 A s, AKHRRE
ANE S I A BT B AR e R 5

6 Z5RiE

SVMJE — K E I HLas 2 I, )iz N
T2 b 2z UK, e 1 a2 ke AL g

(a) SRS AT

(b) 1%43h

(c) 3%$h3)
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5 NI HEsh i s i & o

T v T
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Bl 6 ARSI T I G

* 5 NEHLEILLBIT &3 RE) T3 K IEHE (%)

NI ksl 3%IEh  s%ish T%E)
1 95.12 90.02 68.82 38.63
2 87.68 71.13 54.98 29.22
3 91.19 81.57 58.13 29.16
4 89.43 75.27 52.29 21.09
5 90.78 79.27 43.55 26.87
6 87.91 71.62 60.14 21.33
7 83.26 41.12 15.67 8.31
8 92.43 70.22 47.93 29.83
9 91.33 75.71 46.62 28.11
10 94.66 81.73 57.45 30.13
11 82.63 68.20 30.79 10.32
12 98.78 81.17 66.05 37.16
13 72.65 57.27 33.48 6.37
14 85.17 63.33 49.78 7.91
15 97.5 89.85 70.21 29.84
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& £ X M
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